UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
XA PHU TIEN Djc lap — Tw do — Hanh phuc

S6: 41 /UBND - VHXH Pha Tién, ngay 05thang 4 nam 2023
VIv tuyén truyén trien khai thyc
hién nhiém vu (D€ én 06 ) trén dia
ban xa Pha Tién nam 2023

Kinh giri: - Cac Ong, ba truong xom trén dia ban

Cin cir Cong vin s6543/STTTT-TTBCXB, ngay 22/3/2023 ciia S& Thong
tin va Truyén thdng tinh Thai Nguyén vé viéc tuyén truyén trién khai thuc hién
nhiém vu (Dé an 06) trén dia ban tinh Thai Nguyén nam 2023.

Thuc hién Cong vin sé 1412/VHTT-TT ngay 30/3/2023 cia UBND
huyén Dinh Hoa vé viéc tiép tuc tuyén truyén trién khai thuc hién nhiém vu (Bé
an 06 ) trén dia ban huyén Pinh H6a nam 2023. UBND x4 Ph Tién dé nghi cac
Ong, ba truong xom trén dia ban x& trién khai thuc hién mot s6 noi dung sau:

1.Tiép tuc ting cuong cong tac thdng tin tuyén truyén trén hé théng loa
truyén thanh ciia xomdé moi nguoi dan trén dia ban nang cao nhan thirc vé dinh
danh, xac thyuc dién tr va cac Dich vy cong truc tuyén.

2. Thuong xuyén tuyén truyén vé 07 phuong thic khai thac, sir dung théng
tin cong dan trén thé Can cudc cdng dan gan chip dién tir hodc trong Co so dir
liéu quoc gia vé dan cu thay thé cho viéc xuat trinh S6 ho khau, S6 tam trd giay
khi thuc hién tha tuc hanh chinh, Dich vu cong truc tuyén va st dung cac dich
vy, tinh nang, tién ich sé cia ung dung nhu: Chia sé dit liéu thong qua ma QR
dinh danh, thyc hién thong bao luu tru. ..

3. Tuyén truyén ti nhan dan trong xém ding nhap vao trang thdng tin
dién tir cua dia phuong dé xem cac tin bai duoc ding va déng thoi dé dong dao
nguoi dan biét va st dung tng dung dinh danh quéc gia trén thiét bi di dong
(VnelD) va cach thic thuc hién céc thu tuc hanh chinh trén Céng dich vu cong
quéc gia tai dia chi: https://dichvucong.gov.vn.

Cin ctr cac ndi dung néu trén,UBND x4 dé nghi cac Ong , ba truang xom
tam trién khai thuc hién./.

Noi nhgn: TM .UY BAN NHAN DAN

- Nhu trén; H 3 TICH
- Lanh dao UBND x§; CHU ‘C

- Luu: VP.



https://dichvucong.gov.vn/

PHU LUC: THONG TIN LO HONG BAO MAT
(Kém theo Cong van s6:  IUBND - VHXH ngay /4/2023

ciia UBND x& Phu Tién)

1. Piém yéu, 16 hong ton tai trén may tinh cia cac co quan, té chic,
don vi trong thang 02/2023

Trong thang 02/2023, Trung tdm Giam sat an toan khdng gian mang qudc
gia (NCSC) phat hién trén 1.213 diém yéu, 15 hong bao mat an toan thong tin tai
cac hé théng thong tin ciia cac co quan, to chirc nha nude, dac biét co mot sé 15
hong di va dang duoc cac nhom tan cdng loi dung dé thuc hién cac cudc tan
cong APT, mot sé 16 hdng van con ton tai trén nhiéu may caa cac co quan, to
chtrc nha nuée chua duge xu ly, cu thé nhu sau:

77| Madiémyeuls | Solugng may Link tham khio
hong bi anh hwéng

https://msrc.microsoft.com/update-

1| CVE-2019-0708 7.780 quide/vulnerability/CVE-2019-0708
https://www.microsoft.com/en-
us/security/blog/2019/04/10/analysis

2 | CVE-2018-20250 1.600 -of-a-targeted-attack-exploiting-the-
winrar-cve-2018-20250-
vulnerability/
https://www.fortiguard.com/zeroday

3 | CVE-2016-6169 1.534 IFG-VD-16-018

4 | CVE-2015-5663 1478 http://jvn.jp/en/jp/JVN64636058/ind
ex.html
https://www.mozilla.org/en-

5 | CVE-2022-2505 835 US/security/advisories/mfsa2022-
28/#CVE-2022-2505

2. Thong tin cic 16 hdng biao mittrong cdc sian phim cia hing
Microsoft cong bo thang 3/2023

L& hong bao

STT mat MO ta Link tham khio
' _ Piém CVSS: 9.1 (mirc
dj anh nghiém trong)
- Mo ta: Lo hong trong
Microsoft Outlook cho | https://msrc.microsoft.c
1 | CVE-2023-23397 phép doi tuong tan cong | om/update-

thuc hi¢n tan cong nang
cao dic quyén. L hong
nay dang bi khai thac
trong thuc té.

- Anh hudng: Microsoft

guide/vulnerability/CV
E-2023-23397



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23397
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23397

Outlook, Microsoft
Office.

CVE-2023-24880

- biém CVSS: 5.4 (mikc
do anh huong trung binh)
- M6 ta: Ld hong trong
Windows  SmartScreen
cho phép ddi tuong tn
cong thuc hién tin cong
vuot qua co ché bao mat
(Bypass). L& hong nay
dang bi khai thac trong
thuc té.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-24880

CVE-2023-23392

- Piém CVSS: 9.8 (mirc
do anh hwong nghiém
trong)

- Mo ta: LS hong trong
HTTP Protocol Stack cho
phép ddi tuong tan cong
thuc thi ma tur xa.

- Anh huong: Windows
Server, Windows 11.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-23392

CVE-2023-23415

- DPiém CVSS: 9.8 (miic
do anh hwong nghiém
trong)

- M6 ta: Lo hong trong
Internet Control Message
Protocol (ICMP) cho
phép ddi tugng tan cong
thuc thi ma tur xa.

- Anh hudng: Windows
Server, Windows 10/11.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-23415

CVE-2023-23399

- Piém CVSS: 7.8 (mikc
do anh hwong cao)

- M6 ta: Lo hong trong
Microsoft Excel cho phép
d6i twong tdn cong thuc
thi ma tur xa.

- Anh huéng: Microsoft
Office, Microsoft Excel,
Microsoft 365.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2023-23399
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- Piém CVSS: 7.2 (mirc
do anh hwong cao)

- M6 ta: Lo hong trong | https:/msrc.microsoft.c
Windows DNS Server | om/update-

cho phép ddi tuong tan | guide/vulnerability/CV
cong thuc thi ma tu xa. E-2023-23400

- Anh huong: Windows
Server.

6 | CVE-2023-23400

3. Khuyén nghi va huéng dan khic phuc

- Bé nghi bo phan chuyén trach vé cong nghé thdng tin/an toan thdng tin tai
C4cC co quan, to chic, don viphdi hop vai cac bo phan co lién quan thuc hién kiém
tra, ra sodt, xac dinh may tinh sir dung hé diéu hanh Windows c6 kha ning bi anh
hudngva tién hanh cap nhat ban va kip thoi cho cac 156 hong bao matnoi trén theo
huéng dan cua hdngdé tranh nguy co bi tan cong, dac biét 1a cac 16 hong da dugc
B6 Thdng tin va Truyén théng, S¢ Théng tin va Truyén thong va cac co quan, don
Vi chiic ning canh béo (tham khdo c&c ban cdp nhdt phi hop cho cac san pham
dang sir dung tai link nguon tham khdo tai muc 1, muc 2 cia Phy luc nay).

- Tang cuong giam sat va san sang phuong an xir Iy khi phat hién ¢ dau hiéu
bi khai thac, tan céng mang; déng thoi thuong xuyén theo ddi kénh canh béo cua
cac co quan chirc nang Va c4c to chic 16n vé an toan thong tin dé phét hién kip thoi
cac nguy co tin cdng mang.

- Trong trudng hop can thiét c¢d thé lién hé dau mdi hd trg cia Cuc An toan
thdng tin: Trung tdm Giam sat an toan khéng gian mang quéc gia, dién thoai
02432091616, thu dién tir: ais@mic.gov.vn.

4. Tai liéu tham khao

https://msrc.microsoft.com/update-quide
https://www.zerodayinitiative.com/blog/2023/3/14/the-march-2023-
security-update-review
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